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Types of Risk

• Safety
• Environmental
• Economic
• Reputation
• (Regulatory)



What is risk?
A function of CONSEQUENCE and PROBABILITY

If the potential CONSEQUENCE is high, the actual risk may be 
unacceptable



L
I
K
E
L
I
H
O
O
D

(10-1) A Moderate High CR CR

(10-2) B Low High CR CR

(10-3) C Low Moderate High CR

(3x
10-5) D Low Low Moderate High

(10-6) E Low Low Low Moderate

1 2 3 4



Layers of Protection

Source: CCPS, Layer of Protection Analysis, copyright 2001 AIChE.
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Safety Studies

PHA (HAZOP)
Cause Safeguards (Barriers) Consequence

team determines Probability



Safety Studies

LAYERS OF PROTECTION ANALYSIS (LOPA)
Cause Safeguards (Barriers) Consequence

Layers of Protection
Calculation of Probability



Independent Layer of Protection – IPL      à instrumentation loop
part of the SIS 

• Independent
• Effective
• Auditable



SIL RRF IEC 61511

1 10-1 Proof tests

2 10-2 Proof tests

3 10-3 Proof tests

4 10-4 Proof tests

Safety Integrity Level  - SIL



Process Safety Time



Crucial for Maintaining Low Risk

• Facility Siting
• Management of Change
• Hazards and Risk Register











Fully Searchable!











Where is the information?

• P&IDs
• Cause and Effect table or Control Schemes
• PHA/LOPA reports
• MOC database
• Instrument database
• Equipment database
• Procedures



Where is the correct information?

Can you find it?



• Cause-consequence pairs
• Safeguards/IPLs (values)
• Recommendations
• Resolutions (history)
• Status
• Metrics











• Searchable (cause/consequence)
• Searchable (protections – how many, how good)
• Searchable (what did we recommend?)
• Searchable (cause and effect, in how many places?)
• Why? (why was it there in the first place?)
• Why? (why was it changed?)
• Who?
• When?



• Uniqueness of data
• Communicate
• Export data
• Track your open action items
• Track your critical maintenance



Maintain your safeguards

• Know where they are
• Know what they do
• Know where they come from!



Does it work?



jc@knowledge1.net

Questions?

Hazards 
Register

Assumptions
Easy

Metrics

Flexible



Safety Analyses

Conduct a good safety analysis
-Have COMPETENT people do the analysis


